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= Threat Intelligence Expert
= Truesec
= Swedish Intelligence 35+ years




Threat Intelligence

=Threat Actor Analysis
=Predict Threats

=Holistic Analysis




What is Hacktivism

=Online Activism?
=Cybercrime?

= Psychological Warfare?

=Cyber Fraud?




Making Headlines

The goal is impact in medio
DDOS
Wel Defacement

Alleged Leaks
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Vad vet vi om "Anonymous Sudan”, och vilka detaljer skulle istallet kunna peka at ett ryskt
hall? Se videon. Foto: TT/SVT/Pexels

Det vet vi om sudanesiska

hackerattacken: Tre detaljer som
pekar mot Ryssland
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Hacktivist
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Solicit Funds
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ETH (ETHEREUM)
0XC86306527DA67556F23CAFF709D49257221CD6E7

TETHER (TRC20)
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TRAINING IS AVAILABLE IN FOUR LANGUAGES

(RUSSIAN, ENGLISH, SPANISH, HINDI)

Always a new Hustle



Anonymous Sudan

Anonymous Sudan
SAS, your services were completely down for over
Anonymous Sudan 11+ hours, and dozens of people asked you about the
We will intensify our focus on Australian hospitals through status of your website and app. They were frustrated

.

Sunday, and from Sunday we will focus more on Denmark [ | and many of their flights were delayed and cancelled
(as they said in twitter) due to us disrupting your
services.

We offered you a very very small amount, only 3,500

#AnonymousSudan c 2 i
-~ USB, but you were greedy, now you will lose millions,
i your stock will continue to decline and your reputation
Apeii2 will reach the floor. Bad decisions = bad outcome.

Anonymous Sudan

We will continue attacking your services and keep
it down for days upon days and this won't cost us
anything big, but it'll cost you millions.

L] L]
. R l I S S I O I I N O r rO t I Ve S Since you were late and greedy in paying the last
ransom, we multiplied the value of the ransom by 50.

New ransom value : 175,000 USD

We will keep increasing this value, and keep your
services down for days, the more you delay the
payment the more the ransom will increase. This
doesn't make a difference to us.

. The choice is in your hand, don't underestimate our
=Expensive DDOS attacks  ssmssses
for millions and you'll see your company collapsing
infront of your eyes

Eithe lose thousands of customers and millions of
dollars and lose years of built up reputation, or comply
with our simple demands.

To negotiate, dm us at our bot : @AnonymousSudan
_bot

=Likely State Sponsored

Tomorrow. We will start attacking Denmark and the target will
be " Airports "

Anonymous Sudan
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Event

Russian hacker group announces that they will become “multi cultural”.

Russian hacker group announces that they are preparing “something large and
very cool”.

Posts on Twitter that Rasmus Paludan will burn a Quran outside the Embassy of
Turkey in Stockholm.

Rasmus Paludan announces on social media that he will burn a Quran.

New Telegram channel “Anonymous Sudan” is created
Paludan again announces his intentions on social media.
New post in Telegram channel mistnet@telegram: “Soon..”
Police permit for Paludan’s action approved by Swedish Police
First mention of Paludan’s planned action in Swedish media.

Rasmus Paludan burns a Quran outside the Embassy of Turkey
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A New Player?

Russian hacktivists attack Sweden less
after Erdogan appears to say yes to
Sweden in NATO

Iranian Anzu Team pick up instead
Connections to IRGC

Anonymous Sudan attack countries in
Africa N Z U E A M

10
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Later Developments

Hamas terrorist attacks and the war in
Gaza have ignited more hacktivism.

Russian KillNet is actively supporting
Hamas.

Exaggerated rumors on Impact
Attacks currently aimed at Israel but will

also likely target other states supporting
Israel.




DDOS Protection

https://www.truesec.com/hub/blog/increased-risk-
of-ddos-attacks-against-sweden
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Disclaimer and copyright notice

The person receiving this presentation from Truesec Group AB, and its affiliates, is
only allowed to review the presentalion in digital form or printed form, and any further
use of the presentation (including but not limited to copying, reproducing, making
available, incorporating the presentation into other works or modifying etc.) is subject

to Truesec’s prior written authorization.

All rights are vested in Truesec Group AB.
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